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Introduction

* |In this Tutorial we will use MATLAB
and the Industrial Communication

Toolbox to communicate with
different OPC Servers

* We will go through some examples
where we use OPC DA and OPC UA



What do you need?

OPC DA Server

— E.g., “MatrikonOPC Simulation Server”, which is an OPC
DA Demo/Test Server which you can download and use
for free

OPC UA Server

— E.g., “OPC UA Server Simulator”, which is an OPC UA
Demo/Test Server which you can download and use for
free

MATLAB
Industrial Communication Toolkit
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What is OPC?

OPC is a standard that defines the communication of data
between devices from different manufactures

OPC requires an OPC Server that communicates with one or
more OPC Clients

OPC allows “plug-and-play”, gives benefits as reduces
installation time and the opportunity to choose products
from different manufactures

We have different OPC standards:
— “Real-time” data (OPC DA),

— Historical data (OPC HDA)

— Alarm & Events data (OPC A&E)
— etc.



OPC Server and Clients

s { OPC Client }

LOPC Server} e, L OPC Client }
Data Storage %
{ OPC Client }




OPC Specifications

“Classic” OPC m)  “Next Generation” OPC
~ OPCDA | o
~ OPCHDA | —  OPCUA
 OPCA&E |

/

... (Many others)



Next Generation OPC

COM/DCOM ! XML, HTTP, SOAP
[ OPC Classic }H Next Generation OPC>[ OPC UA
s OPC DA ] Windows only Cross-platform All specifications
, I Windows, Linux, Mac, collected in one (DA,

Embedded, VxWorks

HDA, A&E)
Protocols: “UA Binary” or “UA XML”

Simpler!!

: OPC DA Server <:> . I
OPC HDA Server || OPCent || [opc ya Server | <~ [ OPC UA Client |

|

!

(DCOM)
OPC A&E Server <:(>




OPC UA

UA — Unified Architecture
The Next Generation OPC

Cross Platform. “Classic” OPC works only for
Windows

Based on Modern Software/Network Architecture
(No COM/DCOM problems!)

It makes it easier to transmit and receive data in a
modern data network/Internet



Classic OPC vs. OPC UA

Classic OPC (DCOM) OPC UA

The server (or clients) can
I be an embedded system,
I LINUX, Windows, etc.

e

OPC Server

OPC UA Server

OPC Client | OPC UA Client

Classic OPC requires a Microsoft Windows operating system to implement COM/DCOM server functionality. By utilizing SOA and Web Services,
OPC UA is a platform-independent system that eliminates the previous dependency on a Windows operating system. By utilizing SOAP/XML
over HTTP, OPC UA can deploy on a variety of embedded systems regardless of whether the system is a general-purpose operating system, such

as Windows, or a deterministic real-time operating system. http://WWW.ni.com/white-paper/13843/en/



http://www.ni.com/white-paper/13843/en/
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OPC with MATLAB

* In order to use OPC with MATLAB you can use the
“Industrial Communication Toolbox”.

* The “Industrial Communication Toolbox” supports the
following Protocols:

— OPC, both OPC DA and OPC UA (previously “OPC Toolbox”)
— MQTT
— Modbus

 Note! “Industrial Communication Toolbox” is a new

Toolbox that is included in “MATLAB R2022a” and
newer versions
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Industrial Communication Toolbox

* The Industrial Communication Toolbox
supports:

— OPC DA

— OPC HDA

— OPC UA
* Resources:

— https://mathworks.com/products/industrial-communication.html
— https://mathworks.com/help/icomm/data-reading-and-writing.html



https://mathworks.com/products/industrial-communication.html
https://mathworks.com/help/icomm/data-reading-and-writing.html
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MatrikonOPC Simulation Server

@ MatrikonOPC Explorer - [Untitled] - [m] X

File Server Group Item View Help

AEED | s N 0 F D b o

Matrikon.OPC.Simulation.1 .
[ e @ MatrikonOPC MatrikonOPC

OPC Server Connection Options Supported OPC Interfaces
National Instruments.NIOPCServers.V5

. .
: O National Instruments.NIOPCServers_AE.V5 m m X S I l I I u I a t I O n Se rve r
.- Q8 National Instruments. Variable Engine ’

oK
Q& National Instruments.LookoutOPCServer. 1
O

O National Instruments.Variable Engine. 1 OPC Security
> 0 Network Neighborhood Connect Add Teg= Add Alarms

L]
Q Other Network Computers MatrikonOPC Configuration Options ® OPC SECURITY CHECK I S f re e a n d C a n b e
\a\ s l % Caution: Potential Security Risk Detected.
ZAN
%

.
Explanation: This MatrikonOPC Server does not u S e d fo r te St I n g
OPC Server BPE Security Licenzing

support the OPC Security Specification.

Server Status
Solution: Contact MatrikonOPC for product
Server: Matrikon.OPC.Simulation. 1 updates or secure this MatrikonOPC Server O P C D A
with the MatrikonOPC Security Gateway.
Connected: No

For more information on the MatrikonOPC
Security Gateway Click Here,

Server Info Group Info

Server: Matrikon.OPC.Simulation. 1

|Connected: No MatrikonOPC eLearning

Learn on your own time

https://www.matrikonopc.com/products/opc-drivers/opc-simulation-server.aspx



https://www.matrikonopc.com/products/opc-drivers/opc-simulation-server.aspx
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OPC DA - Example 1

% Connect to OPC Server

da = opcda('localhost', 'Matrikon.OPC.Simulation.l1');

connect(da);

% Create Group

grp = addgroup(da, 'DemoGroup');

%Add Tags
ItmList = {'Random.Real4'};
itm = additem(grp, ItmList);

% Retrieve Data
data = read(grp);
opcdata = data.Value

%Clean Up
disconnect(da)
delete(da)

This simple Example reads only one
value from the OPC DA Server




OPC DA - Example 1b

% Connect to OPC Server

da = opcda('localhost', 'Matrikon.OPC.Simulation.l1');
connect(da);

% Create Group

grp = addgroup(da, 'DemoGroup'); This Example makes it
possible to select one
%Add Tags or more OPC Tag from a
ItmList = browsenamespace(da); @ pop-up window
itm = additem(grp, ItmList); .. —
Namespace: Selected Items:
% Retrieve Data I beshosiiaton s SuoieBadeealt
data = read(grp); + @ BucketBigade
opcdata = data.Value | o gt
| s
%Clean Up S
disconnect(da) ——
delete(da) ok JL__cues




OPC DA - Example 1c

% Connect to OPC Server

da = opcda('localhost', 'Matrikon.OPC.Simulation.1');
connect(da);

% Create Group
grp = addgroup(da, 'DemoGroup');

data

|£] 1x1 struct with 5 fields

Field Value

c|o| ltemID 'Bucket Brigade.Reald'
Value 23

c|n| Quality 'Good: Non-specific'
TimeStamp [2023,1,19,10,28,20.1130]
c|n| Error

%Add Tags
ItmList = browsenamespace(da);
itm = additem(grp, ItmList);

% Retrieve Data
data = read(grp)

data.ItemID
data.Value -
data.TimeStamp

You can also get other information than the
Value itself, like TimeStamp, Quality, etc.

data.Quality

%Clean Up
disconnect(da)
delete(da)



OPC DA - Example 1d

% Connect to OPC Server
da = opcda('localhost’,
connect(da);

% Create Group
grp = addgroup(da,

%Add Tags

ItmList = {'Bucket Brigade.Real4d',

'DemoGroup');

itm = additem(grp, ItmList);

% Retrieve Data

data = read(grp);
opcdatal = data(l).Value
opcdata2 = data(2).Value

%Clean Up
disconnect(da)
delete(da)

'Matrikon.OPC.Simulation.1');

'Bucket Brigade.Real8'};

=

Here we get data from
2 different OPC Tags

data
[-€] 2x1 struct with 5 fields

Fields [c]h] ItemID

1 ‘Bucket Brigade.Reald'
2 'Bucket Brigade.Real'

[ Value [cfy) Quality 5l TimeStamp 1 Error
23 'Good: Non-specific' [2023,1,19,10,28,20.1130] i
19 'Good: Non-specific' [2023,1,19,13,51,48.2450] i
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OPC DA - Example 2

% Connect to OPC Server
da = opcda('localhost’,
connect(da);

% Create Group
grp = addgroup(da, 'DemoGroup');
%Add Tags

ItmList = {'Random.Real8"'};

itm = additem(grp, ItmList);

% Retrieve Data

N=10;

for i=1:N
data = read(grp);
opcdata(i) = data.Value;
pause(10)

end

%Clean Up
disconnect(da)
delete(da)

%Present Data
plot(opcdata)

=

'Matrikon.OPC.Simulation.1');

This simple Example reads values
from a OPC DA Server.
This Examples reads N values
using a For Loop

4| Figure 1 — O
File Edit View Insert Tools Desktop Window Help

DaHde | @ 08| xE

16000
A

14000 [ \
/

12000 [ / /T~

10000 |

8000 |

6000 |
\

4000 | \,

\

2000

o
1 2 3 4 5 6 7 8 9 10
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OPC DA - Example 3

% Connect to OPC Server

da = opcda('localhost', 'Matrikon.OPC.Simulation.1');

connect(da);

% Create Group

grp = addgroup(da, 'DemoGroup');
%Add Tags

itmIDs = {'Random.Real8'};

itm = additem(grp, itmIDs);

% Set Properties

logDuration = 60;

logRate = 2;

numRecords = ceil(logDuration./logRate);
grp.UpdateRate = logRate;
grp.RecordsToAcquire = numRecords;

% Acquire Data
start(grp);
wait(grp);

% Retrieve Data
[

4 Figure 1 - o x
File Edit View Inset Tools Desktop Window Help

Desde @ 0EIXE

16000 [

™ 3
N/ Random.Real§
| \ 1

14000 -

12000 -

10000 |- [V |

8000 -
6000 |-

4000 [

2000 | / \l

L L L
14:48:30 14:48:45 14:49:00

logIDs, logVal, logQual, logTime, logEvtTime] = getdata(grp, ‘'double’); -

% Plot Data

plot(logTime, logVal);

axis tight

datetick('x', 'keeplimits"')
legend(logIDs);

%Clean Up
disconnect(da)
delete(da)

This simple Example uses some of the
more advanced features in the MATLAB
Industrial Communication Toolbox.
No For/While Loop needed!
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OPC UA Demo/Test Software

* OPC UA Server

—E.g., “OPC UA Server Simulator” from
“Integration Objects”, which is an OPC UA
Demo/Test Server which you can download and
use for free

e OPC UA Client

— E.g., “OPC UA Client” from “Integration
Objects”, which is a free client tool that
supports the main OPC Unified Architecture
information models.



OPC UA Server Simulator

Digital Transformation ~ OPCProducts  Services  Training ~ Company  Partners  Downloads  ContactUs q

Home / OPC Products / OPC UA / OPC UA Server Simulator

8 0PC Tumneing OPC UA Server Simulator

@ oPC UA

» OPC UA Server Simulator — ®(Watch Demo Videos
Full Edition

} Simulate real-time and historical data using OPC UA Server Simulator!
» OPC UA Server Toolkit

» OPC UA loT Broker Integration Objects’ OPC UA Server Simulator is a free to use and distribute OPC Unified Architecture server utility.

Indeed, you can use this OPC UA simulator to play the role of OPC UA servers and test your OPC UA Client applications.
» OPC UA Server for

Databases This free OPC UA Server tool supports data access and historical access information models of OPC UA. Conséquentty, it
provides simulated real-time and historical data. Moreover, users can configure their own tags and the data simulation
via CSV files. OPC UA clients can monitor real-time data and explore history data from this simulator.

» OPC UA Client Toolkit

» OPC UA Server Simulator

» OPC UA Proxy
» OPC UA Wrapper
» OPC UA Client

OPC Data Archiving ¥ % — —
g = =
OPC Clients OPC UA Client OPC UA Client — OPC UA Client

B == = B— e =

OPC Servers

OPC Client Toolkits.

HTTP/UATCP
HTTP/UATCP
HTTP/UATCP

OPC Free Tools

OPC Server Toolkits

OPC UA Server Simulator

Privacy & Cookies Policy -

https://integrationobjects.com/sioth-opc/sioth-opc-unified-architecture/opc-ua-server-simulator/
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OPC UA Server Simulator

[
File ~ Settings v Help ~
Server Endpoints URLs opc tcp://xps15hph:62640/IntegrationObjects/ServerSimulator B
| Sessions |
Session Id Nam U Last Contact

| Subscriptions |

Subscriptionld Publishing Interval ltem Count

Status: Running Curmrent Time: 14:37:16  Sessions: 0

6264012

Server Name® IntegrationObjects/ServerSimulator

| https Connection |

HTTPS Port" 62641

Server Name® IntegrationObjects/ServerSimulator

| OPC UA Server Settings |

Update Rate (ms)” 1000%

* Restart the application for changes to take effect

[ ok | | Cancel

For the OPC UA Part we
will use the “OPC UA
Server Simulator”, which is
an OPC UA Demo/Test
Server which you can
download and use for free



OPC UA Server Simulator

The “OPC UA Server Simulator” uses 2 CSV simulation files:

 “AddressSpace.csv” used to build the address space of
the OPC UA Server.

* “ValueSpace.csv” used to simulate the data values of
the OPC UA items.

 Those two files are located at the following path:
X:\Program Files (x86)\Integration Objects\Integration
Objects' OPC UA Server Simulator\OPC UA Server
Simulator\DATA



b =] &
File Hom Inser Draw Page Form Data Revi¢ View Add- Help LOA[ Acro Tean = l’
Al v ﬁr Tag Name hd
T T F { @ =] :] p;
1 Tag Name DataType AccessRights Simulated
2 |Tagl 10_Int16 RW FALSE File Hom Inser Draw Page Form Data Revi¢ View Add- Help LOAI Acro Tean - l’
3 Tag2 10_Int32 RW FALSE
4 |Tag3 10_Int64  RW FALSE Al v S Tagi1 M
5 |Taga IO_UInt16 RW FALSE A 8 c D E F G H a
6 |Tag5 10_UInt32 RW FALSE 1 Tagll Tagl2 Tagl3
7 |Tagb 10_UInt64 RW FALSE 2 11 good 56 good 47 good
8 Tag7 10_Double RW FALSE 3 12 good 32 good 14 good
9 Tag8 10_String  RW FALSE 4 13 good 28 good 85 good
10 | Tag9 I0_Byte  RW FALSE 5 14 good 14 good 125 good
11 Taglo 10_Boolean RW FALSE 6 15 good 15 good 24 good
12 Tagll 10_Int16 R TRUE 7 16 good 57 good 69 good
13 Tagl2 10_Int32 R TRUE 8 17 good 65 good 36 good
14 Tagl3 10_Int64 R TRUE g 18 good 18 good 18 good
15 Tagld I0_UIntl6 R TRUE 10 19 good 48 good 84 good
16 Tagls I10_UInt32 R TRUE 1 20 good 36 good 64 good
17 Tagl6 I0_UInt64 R TRUE 12
18 Tagl7 10_Double R TRUE 13
19 Tagl8 10_String R TRUE 14
20 Tag19 10 Byte R TRUE 8 4
21 Tag20 10_Boolean R TRUE \ ValueSpace \ ) o
- Ready ﬁ?Ac(essibility: Unavailable ﬂ m ——y—+ 100%
} AddressSpace [ ) JGEEEEEEE——— >

Ready

ﬁ:Accessibility: Unavailable

H B O -—3—

100%




OPC UA Client

“OPC UA Client” is a free OPC client tool that
supports the main OPC Unified Architecture
information models.

These models are Data Access, Alarms &
Conditions, and Historical Data Access

Handy to use to test OPC communication

https://integrationobjects.com/sioth-opc/sioth-
opc-unified-architecture/opc-ua-client/
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OPC UA Client

Welcome Halvorsen Hans-Petter ~ @ Ask Us a Question

Digital Transformation OPC Products Services Training Company Partners Downloads Contact Us

Home / OPC Products / OPC UA / OPC UA Client

© OPC Tunneling OPC UA Cllent

OPCUA

» OPC UA Server Simulator — Download free OPC UA Client and start your OPC UA tests now!
Full Edition

orcuas Toolki OPC UA Client is a free client tool that supports the main OPC Unified Architecture information models. These models
' erver Toolkit are Data Access, Alarms & Conditions, and Historical Data Access. In fact, it offers the capability to:

» OPC UA loT Brok .
o1 Broker » Discover local and remote OPC UA servers

» OPC UA Server for » Establish secure communication channels -
» Browse the address space of any OPC UA compliant server

Databases » Monitor real-time data and alarms & conditions
» OPC UA Client Toolkit » Explore and update history data
» OPC UA Server Simulator Moreover, this OPC UA explorer allows you to generate its self-signed Application Instance Certificate in order to

provide application level security and secure the connections with OPC UA servers.
» OPC UA Proxy

@ View Tutorial Video of OPC UA Test Client & OPC UA Wrapper
» OPC UA Wrapper
» OPC UA Client
OPC Data Archiving

OPC Clients g

OPC Servers

'OPC Client Toolkits

=
OPC UA Client

OPC Free Tools

OPC Server Toolkits

& 5 5
® 2 e

«
= g =
S S S
2 2 2
z 3 z

https://integrationobjects.com/sioth-opc/sioth-opc-unified-architecture/opc-ua-client/
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OPC UA Client

Integration Objects' OPC UA Client

| Home |

e BB e w

New Open Save Save
as

Connect Disconnect

Settings  UA Settings | Help

M M2 0. x| R

About Define  Remove | Certificate Manager

M <]

File Session Configuration Hel - - -
* Connection Settings X
Sessions Data View | Hist
Sessions — Session Inf
Session Name |555i°"0 |
— Server Infc
Endpoint Url |opc.tcpy//xps15hphi62640/IntegrationObjects/ [+ | | Discover |
— Transport Protocol — Message Encodi
serenee
|Address Space ® Opc.tcp (@ Binary
Forward [+] .
= ©) Htt () Xml
[ [F1X] o -
— Security Mode ————  — Security Policy
@ None (@ None
k;,-Basic1 28RSA15
©)Sign :
(C)Basic256
©Sign Encrypt (O Basic2565ha256
— User Authentication Mode
@ Anonymous ©) UserName ©) Certificate

Certificate (.pfu) | |

Attribute Value

Password | |




UA Client

) Integration Objects' OPC UA Client = = X

e HE e & N ? S 3l 0

Connect Disconnect Settings  UA Settings Help About Define  Remove | Certificate Manager

as
File Session Configuration Help Default Configuration Certificate
== || Data View | History View  Event View M
Displey Server Source Status o on ||Atbute  [vale |
Node Id Value Data Ty Subscription Session

Name L Timestamp Timestamp Code Nodeld ns=2:s=Historical...
NodeClass Object
BrowseName 2:Historicaldata
DisplayName Historical Data
Description
WriteMask 0

UserWriteMask 0

EventNotfier _ Subscribe

Forward [=]
[ [ 21X
[ gl Real Time Data -
- @ Tagl
- @ Tag2
- & Tag3
- @ Tagt
- & Tagh

05 Tag| E References and Attributes

MscaeT

A§

05 Tag ’ Write -
L % History Update » =
x |u i > Monitor ’\9
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MATLAB OPC UA - Functions

Read Data
Locate Your OPC UA Server
serverList = opcuaserverinfo('localhost’)
Create an OPC UA Client
uaClient = opcua('localhost’, port)
Connect to the Server
connect (uaClient)
Browse OPC UA Server Namespace
serverNodes = browseNamespace (uaClient)
Read Current Values from the OPC UA Server
[val, ts,qual] = readValue (uaClient, serverNodes)
Disconnect

disconnect (uaClient)



OPC UA Server Simulator

8 OPC UA Server Simulator — X
File ~ Settings v Help ~
Server Endpoints Jctcv’v‘:: h:62640/IntegrationObjects/ServerSimulator, m| - Integration Objects' OPC UA Client e
Sessions | Home
.~ 11 N i i1 ‘.“, yk“' .~ ~
Sessionld Name User Last Contact | + e HE e & M M 7270 ¢ x| §
Session0 Anonymous  ns=3i=1886064373  13:00:18 New Opsn Swe Sme | Comect Discomed| Ssinss [ASethos | Hep st | Bene Femeve | Cofcse oroper
File Session Configuration Help Default Configuration Certificate
[Sessions || DataView | HistoryView  Event View ©
- TR ol P e "
- €) Subscriptiond Tag? ns=2s=Tag? 22 Double 2001-20231... 20:012... Good Subscription0  Session0
Subscriptions |
Subscriptionld | Publishing Interval tem Count | SeqNo |
L 1 2
Forward [~]
| lpm # Edit Numeric Value x
::g;:; 1 [22.000000000000000 3]
DA % ok ] (oo |
Status: Running ~ Curmrent Time: 13.00:22  Sessions: 1 Subscriptions: 1 o
& Tag?
- & Tag8
. @ Tagd i
y75
X hd & )
M Type T I |«
{Gontrol 2023-01-20125934 Crete Monitore ke [ns=2;5=Tagl] succeeded &
Control] 2023-01-20125933 Awbsclipﬁonwiﬂlﬂlefo.llwing perﬁs:[DisplayNam:SubscripﬁonO, Publishing Interval: 1000, Keep Alive Count: 10, Lifetime Count: 1000, Max
! gEnabled: True ] was ssfully created 3




OPC UA - Example 4

clear, clc

Read Data

uaClient = opcua('localhost', ©62640)

connect (uaClient)

serverNodes = browseNamespace (uaClient)

[val, ts,qual] = readValue (uaClient, serverNodes)

disconnect (uaClient) ;



OPC UA Server Simulator

4| Browse Name Space

Namespace:

Integration Objects UA Server Simulator A
- Server
- Historical Data
@ Methods
(£~ Real Time Data
- @ Tag10
- @ Taqll v

o

Below >>

<<

Selected ftems:
2:Real Time Data.Tag7

OK

Cancel

Command Window

value =

22

timestamp =
datetime

20-Jan-2023 13:01:44

quality =

OPC UA Quality ID:
Good



OPC UA - Example 4b

clear, clc

Read Data

uaClient = opcua('localhost', 62640)

connect (uaClient)

topNodes = uaClient.Namespace

serverChildren = topNodes (4) .Children

findNode = findNodeByName (topNodes, 'Tag’', '—once')

opcNode = opcuanode (2, 'Tag7',uaClient) h
[value, timestamp, quality] = readValue (uaClient, opcNode)

disconnect (uaClient) ; “Browse Name Space” window every time

Here you don’t need to select the Tag from the
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MATLAB OPC UA - Functions

Locate Your OPC UA Server

Write Data

serverList = opcuaserverinfo('localhost’)

Create an OPC UA Client
uaClient = opcua('localhost’, port)

Connect to the Server
connect (uaClient)

Browse OPC UA Server Namespace
serverNodes = browseNamespace (uaClient)

Write Current Values to the OPC UA Server
newValue = 22.5

writeValue (uaClient, serverNodes, newValue) ;

Disconnect
disconnect (uaClient)




OPC UA - Example 5

clear, clc

Write Data

uaClient = opcua('localhost', 62640)
connect (uaClient)

serverNodes = browseNamespace (uaClient)

newValue = 21.7;
writeValue (uaClient, serverNodes, newValue) ; -

[value, timestamp,quality] = readValue (uaClient, serverNodes)

disconnect (uaClient) ;



OPC UA Server Simulator

8 OPC UA Server Simulator 3 | Integration Objects' OPC UA Client - = X
File + Settings ~ Hel e
e v Ings v Help v 2 N N
, — i e e 8 M NM?7O0 v x| R
Server Endpoints URle /% h:62640/IntegrationObje New Open Sme Save Connect Disconnect | Seftings UASettings | Help  About | Define Remove | Certificate Manager
Sessions J File Session Configuration Help Default Configuration Certificate
Sessionld [ Name User | La [Sessions || Data View IHistory\ﬁew Event View =
i == = Sessions Display Server Source | Status . § Attrik Value
Session0 Anonymous ns=3;i=1886064373 I ’sﬁsmo e |N°de'd ‘vaue |Da:a1'ype |,. ‘,. ‘cme ‘Sﬁ;su.mon }Sesson
..... €) Subscriptiond Tag7 ns=2s=Tag7 217 Double 20012023 1. 20-01-2... Good Subscriptiond  Session0
Subscriptions |
Subscriptionld | Publishing Interval tem Count |-~ =
1000 1 [ [ 2%
Status: Running  Cument Time: 13:00:22  Sessions: 1
o
¥
‘ -~
s=Tag &
A new subscription wnth Ihe followmg properhs. [ Dlsplay Name: St I: 1000, Keep Alive Count: 10, Lifetime Count: 1000, Max
I "I
4 Messages
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